
 
	

	
Volume	4,	Number	2,	2025	

 

 

 
©2025	The	Author(s).		
This	is	an	open-access	article	under	CC-BY-SA	license	(https://creativecommons.org/licence/by-sa/4.0/)		

	
	

 

Online Marketing in the Digital Ecosystem: A Literature 
Study on Consumer Behavior and Innovation 
Verill Naufal Afrizal 

 
1 Universitas Bakrie, Jakarta, Indonesia 

Abstract   
Article history: 
Received: July 19, 2025 
Revised: August 20, 2025 
Accepted: October 15, 2025 
Published: December 30, 2025 

 

 The rapid advancement of digital technology has positioned 
online marketing as a strategic component of modern 
marketing practices. Changes in consumer behavior, 
increasing reliance on digital media, and technological 
innovation have encouraged organizations to adopt more 
integrated and data-driven marketing strategies. This study 
aims to systematically examine the development of online 
marketing, digital consumer behavior, and the emerging 
challenges and innovations in contemporary digital 
marketing. A literature study method was employed by 
reviewing scholarly journal articles indexed in Google 
Scholar and published over the last five years. The findings 
indicate that online marketing plays a crucial role in shaping 
firm–consumer interactions through digital platforms, 
particularly social media and electronic word-of-mouth. 
However, online marketing practices also face significant 
challenges, including privacy concerns, information 
overload, and digital reputation risks. Furthermore, 
technological innovations such as artificial intelligence offer 
substantial opportunities to enhance marketing 
effectiveness and personalization. This study contributes 
conceptually to the online marketing literature and provides 
practical insights for organizations in developing sustainable 
digital marketing strategies.  
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1. Introduction 
The development of digital technology has brought fundamental changes in 

modern marketing practices. The internet, social media, and digital platforms no 

longer function as additional communication channels, but have become the main 

infrastructure in an organization's marketing activities. Online marketing now allows 

companies to reach consumers more broadly, quickly, and measurably, while 

creating two-way interactions that were previously difficult to achieve through 

traditional marketing approaches (Verhoef et al., 2021). This transformation has 

been getting stronger since 2020, as consumers increasingly rely on digital channels 

to find information, compare products, and make transactions. Global 

environmental changes have accelerated the adoption of digital technologies and 

prompted companies to place online marketing as an integral part of their business 

strategy.  

In this context, online marketing not only functions as a promotional tool, 

but also as a means of value creation and long-term relationships with consumers 

(Sheth, 2020). Dwivedi et al. (2021) shows that digital consumer behavior is 

increasingly complex and dynamic. Consumers have broad access to information as 

well as the ability to disseminate their experiences through various digital platforms. 

Social media, search engines, and e-commerce platforms are becoming major 

touchpoints in the modern consumer journey. As a result, companies are required 

to understand changing consumer behavior patterns and adjust online marketing 

strategies to remain relevant and effective (Dwivedi et al., 2021). 
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In addition to opportunities, online marketing also presents significant 

challenges. One of the main issues is the increasing volume of information received 

by consumers, which has the potential to cause information overload and reduce the 

effectiveness of marketing messages. On the other hand, concerns about privacy and 

the use of personal data are important concerns in digital marketing practices. 

Consumers tend to be more critical of online advertising practices that are 

considered invasive, so they can affect trust and attitudes towards brands (Varnali, 

2021). 

The phenomenon of electronic word-of-mouth (e-WOM) is also a crucial 

aspect in online marketing. Positive and negative information can spread quickly 

through digital networks and have a significant impact on the organization's 

reputation. Belhadi et al. (2023) emphasized that the power of consumers in voicing 

opinions in digital media creates opportunities as well as risks for companies in 

managing brand image online. Under certain conditions, the flow of negative 

information can even develop into an online firestorm that is difficult to control 

(Strathern et al., 2022). In the midst of these challenges, technological innovation 

continues to drive the evolution of online marketing. The use of artificial intelligence 

enables more accurate personalization of marketing messages, consumer behavior 

analysis, and data-driven decision-making. This technology provides an opportunity 

for companies to improve the effectiveness and efficiency of digital marketing, 

although it still requires ethical and responsible management (Davenport et al., 

2020). 
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Based on this description, it can be concluded that online marketing is a 

complex and constantly evolving strategic phenomenon. Therefore, a 

comprehensive literature review is needed to understand the developments, 

challenges, and opportunities of online marketing in the contemporary digital 

context. This understanding is expected to make a conceptual contribution to the 

development of marketing science and become a reference for practitioners in 

designing sustainable online marketing strategies.  

2. Literature Review 

2.1 Digital Transformation and the Development of Online Marketing 

Digital transformation has been a key driver of change in marketing practices, 

with online marketing emerging as a form of strategic adaptation to an increasingly 

digitized business environment. Companies no longer rely on conventional 

marketing channels, but instead leverage digital technology to build more intense 

and sustainable interactions with consumers. Verhoef et al. (2021) explain that digital 

transformation in marketing includes fundamental changes to organizational 

structures, business processes, as well as the way companies create and deliver value 

to customers (Verhoef et al., 2021). 

In this context, online marketing plays a role as the main means that integrates 

various digital channels, such as social media, search engines, and e-commerce 

platforms. The integration allows companies to manage customer experiences more 

consistently across multiple touchpoints. Belhadi et al. (2023) affirm that digital and 

social media marketing has become an essential element in an organization's strategy 
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due to its ability to reach a wide audience at a relatively cost-efficient cost, while 

providing data that can be leveraged for more accurate marketing decision-making. 

However, the development of online marketing is inseparable from the 

dynamics of the ever-changing digital environment. Grewal and Roggeveen (2020) 

stated that the customer journey in the digital era is non-linear and dynamic, thus 

requiring companies to be more adaptive in designing digital marketing strategies. 

Changes in platform algorithms, the emergence of new technologies, and increasing 

consumer expectations make online marketing a complex and constantly evolving 

field. Therefore, understanding digital transformation is an important foundation in 

studying the development of online marketing comprehensively. 

2.2 Consumer Behavior in the Digital Environment 

The development of online marketing cannot be separated from changes in 

consumer behavior in the digital environment. Modern consumers have broad 

access to information and are increasingly active in the process of searching, 

evaluating, and making purchasing decisions. This change marks a shift in the role 

of consumers from passive parties to active participants in the digital marketing 

ecosystem. Sheth (2020) emphasized that changing social and technological 

conditions have shaped new consumption habits, where consumers rely more on 

online channels to meet their needs and preferences. 

Social media and other digital platforms also play an important role in shaping 

consumer attitudes and perceptions of brands. Interaction between consumers 

through reviews, comments, and recommendations creates an electronic word-of-

mouth (e-WOM) that has a significant influence on trust and purchase intent. 
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Dwivedi et al. (2021) state that two-way communication in digital media allows 

consumers to share experiences with each other, thereby strengthening or even 

weakening the brand image in the eyes of the public. 

In addition, consumer engagement is an important indicator in understanding 

digital consumer behavior. Hollebeek et al. (2022) explain that consumer 

engagement is not only reflected in visible activities, such as likes or shares, but also 

in psychological attachment to brands. This attachment contributes to loyalty and 

long-term relationships between consumers and companies. Therefore, 

understanding digital consumer behavior is a crucial basis for the development of an 

effective and sustainable online marketing strategy. 

2.3 Challenges and Innovations in Online Marketing 

Although online marketing offers a variety of strategic opportunities, the 

literature shows that its implementation is also faced with an increasingly complex 

number of challenges. One of the main challenges is the increasing consumer 

concern about privacy and the use of personal data in digital marketing activities. 

Data collection and utilization practices that are considered too invasive can trigger 

consumer resistance and negatively impact brand attitudes and trust. Varnali (2021) 

emphasized that transparency and consumer control over personal data are 

important factors in maintaining the effectiveness of online marketing. 

In addition to privacy issues, online marketing is also vulnerable to the spread 

of negative information through digital media. Negative electronic word-of-mouth 

(e-WOM) can spread quickly and is difficult to control, potentially damaging an 

organization's reputation in a short period of time. Strathern et al. (2022) describe 
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this phenomenon as an online firestorm, in which the flow of negative information 

develops massively through digital social networks and causes a significant 

reputational impact on organizations. 

On the other hand, technological developments present innovations that can 

help companies overcome some of these challenges. The use of artificial intelligence 

in online marketing allows for more accurate message personalization, consumer 

behavior analysis, and data-driven decision-making. Davenport et al. (2020) stated 

that this technology has the potential to increase the efficiency and effectiveness of 

digital marketing, although its implementation must be accompanied by ethical 

considerations and good governance so as not to reduce consumer trust. 

3. Methods 
This study uses a literature study method to systematically examine the 

development of online marketing, changes in digital consumer behavior, and 

challenges and innovations that arise in contemporary digital marketing practices. 

The literature study method was chosen because it is able to provide a 

comprehensive understanding through the synthesis of various relevant previous 

research findings, both conceptual and empirical. This approach allows researchers 

to identify patterns, trends, and research gaps in the field of online marketing without 

relying on primary data. 

The source of research data is obtained from scientific journal articles indexed 

by Google Scholar and published in the last five years, to ensure the relevance of the 

findings to the latest developments and publication needs. In addition, one main 
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conceptual article is used as a basic reference to build a framework for understanding 

the direction and dynamics of digital research and social media marketing. The 

literature search process was carried out using keywords related to online marketing, 

digital marketing, social media marketing, digital consumer behavior, and 

technology-based marketing innovations. 

The articles obtained were then selected based on the criteria of topic 

relevance, publication quality, and contribution to the development of online 

marketing theory and practice. The next stage is thematic analysis, where the selected 

literature is studied in depth to group similar concepts, findings, and perspectives. 

The results of this analysis are used to compile a structured synthesis of the 

developments, challenges, and opportunities of online marketing. Thus, this 

literature study method is expected to be able to produce a complete and systematic 

picture as the basis for discussion and drawing conclusions in this study.  

4. Results 
The results of the literature review show that online marketing has evolved 

into a central component of modern marketing strategies and is no longer positioned 

as a complement to traditional marketing. Most studies confirm that digital 

transformation encourages companies to integrate various digital channels to create 

greater value for consumers and increase organizational competitiveness (Verhoef 

et al., 2021). Online marketing allows companies to reach consumers more widely 

and personally through the use of data and digital technology that continues to 

develop. 
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From an organizational perspective, the literature shows that the adoption of 

online marketing contributes to increasing the efficiency and effectiveness of 

marketing activities. The integration of social media, search engines, and other digital 

platforms allows companies to manage marketing communications in a coordinated 

and data-driven manner. Kartika and Romansyah (2024) stated that an integrated 

online marketing strategy can improve message consistency and strengthen the 

customer experience at various digital touchpoints. This shows that the success of 

online marketing is greatly influenced by the organization's ability to manage the 

digital ecosystem holistically. 

The results of the study also revealed a significant change in consumer 

behavior in response to the intensification of online marketing. Consumers are 

increasingly relying on digital channels to search for information, compare 

alternatives, and form preferences before making a purchase. Sheth (2020) 

emphasized that new consumption habits formed since 2020 strengthen the role of 

online marketing in influencing consumer decisions. This change places consumers 

as active actors who play an important role in the marketing process. 

Social media has emerged as one of the most influential online marketing 

channels in shaping consumer attitudes and perceptions. Interaction between 

consumers through comments, reviews, and recommendations creates an electronic 

word-of-mouth (e-WOM) that can strengthen or weaken a brand image. Dwivedi et 

al. (2021) show that e-WOM has a significant impact on consumer trust and 

purchase intent, especially in an information-laden digital environment. Thus, online 
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marketing not only serves as a means of one-way communication, but also as a social 

interaction platform that influences consumer behavior. 

In addition to e-WOM, consumer involvement is an important finding in 

online marketing studies. Hollebeek et al. (2022) suggest that consumer engagement 

reflects psychological attachment that goes beyond surface activities such as clicks 

or shares. The results of the study show that high engagement correlates with brand 

loyalty and consumers' tendency to become brand advocates in the digital 

environment. However, the literature also identifies the various challenges that 

accompany the development of online marketing. One of the main challenges is 

consumers' growing concerns about privacy and the use of personal data. Digital 

marketing practices that are considered too invasive can spark resistance and lower 

trust in brands. Varnali (2021) emphasized that consumer perception of data 

transparency and control greatly affects the effectiveness of online marketing. 

Another challenge identified is the vulnerability of an organization's 

reputation to the spread of negative information online. The online firestorm 

phenomenon shows how negative e-WOM can spread quickly and cause significant 

reputational impacts. Strathern et al. (2022) explain that the flow of negative 

information often moves faster and wider than positive information, so it requires a 

quick and appropriate response from the organization. Belhadi et al. (2023) also 

highlight that the power of consumers in voicing opinions through digital media 

requires companies to be more proactive in managing online communications. On 

the other hand, the results of the study show that technological innovations offer 

significant opportunities to improve online marketing performance. The use of 



Author	Name,	Author	Name	

                                                                                     | 84 
 

artificial intelligence allows companies to personalize marketing messages, more 

accurate consumer segmentation, and big data-driven behavioral analysis. Davenport 

et al. (2020) stated that the application of AI in marketing can improve decision-

making efficiency and the relevance of the content delivered to consumers. 

Influencer marketing is also identified as an increasingly prominent online 

marketing strategy. Influencers can act as intermediaries of trust between brands and 

consumers, particularly in the social media environment (Haenlein et al., 2020). 

However, the effectiveness of this strategy relies heavily on value matching between 

the influencer, the brand, and the targeted audience. In addition, the results of the 

study confirm that the success of online marketing is greatly influenced by the 

organization's ability to balance opportunities and risks. Grewal and Roggeveen 

(2020) emphasize that a non-linear customer journey requires companies to be more 

adaptive and responsive to changes in consumer behavior. The inability to manage 

these dynamics can reduce the effectiveness of online marketing strategies. 

Based on the overall results of the literature study, it shows that online 

marketing is a multidimensional phenomenon that involves interaction between 

technology, organizations, and consumers. Online marketing not only creates 

opportunities for companies to improve marketing performance, but also poses 

challenges that require strategic and ethical management. These findings confirm 

that a comprehensive understanding of the developments, challenges, and 

innovations of online marketing is essential for the future development of digital 

marketing theories and practices.  
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5. Discussion 
The results of the literature review in this study confirm that online marketing 

has transformed into a strategic element that determines the success of marketing in 

the digital era. The findings show consistency with the view that digital 

transformation is not only changing marketing tools, but also the way organizations 

understand, reach out, and build relationships with consumers. Verhoef et al. (2021) 

emphasize that the success of digital marketing is highly dependent on the ability of 

organizations to integrate technology with customer-oriented strategies, which is 

reflected in the increasingly central role of online marketing in modern business 

practices. 

This discussion also highlighted that changing consumer behavior is a key 

factor that strengthens the urgency of online marketing. More active and informed 

digital consumers are pushing companies to adopt a more interactive and responsive 

approach to marketing. In line with Sheth (2020), the results of this study show that 

consumption habits formed since 2020 accelerate the shift towards online channels 

as the main source of information and decision-making. This condition requires 

companies to understand the increasingly dynamic and nonlinear consumer journey. 

The role of electronic word-of-mouth (e-WOM) in this discussion emerged 

as an important finding that has strategic implications. Interactions between 

consumers on digital platforms can significantly affect trust and perception of brands 

(Dwivedi et al., 2021). The results of the study reinforce this view by showing that 

online marketing can no longer be fully controlled by companies, because consumers 

play an active role in shaping brand narratives. 



Author	Name,	Author	Name	

                                                                                     | 86 
 

However, this discussion also emphasized the serious challenges related to 

digital privacy and reputation. In line with Varnali (2021), online marketing practices 

that are insensitive to consumer privacy concerns have the potential to reduce the 

trust and effectiveness of marketing communications. In addition, the online 

firestorm phenomenon shows that the spread of negative information can be very 

fast and difficult to control, requiring a proactive digital reputation management 

strategy. 

On the other hand, the use of advanced technologies such as artificial 

intelligence provides opportunities to overcome some of these challenges. 

Davenport et al. (2020) affirm that AI can improve the personalization and accuracy 

of online marketing strategies, provided it is applied ethically and responsibly. Thus, 

this discussion confirms that the future of online marketing depends heavily on a 

balance between technological innovation, understanding consumer behavior, and 

sustainable digital risk management.  

6. Conclusion 
This research shows that online marketing has evolved into an indispensable 

strategic element of modern marketing practices. The development of digital 

technology, changes in consumer behavior, and the increasing role of online 

platforms have made online marketing the main means of reaching, interacting, and 

building long-term relationships with consumers. Online marketing no longer 

functions just as a promotional tool, but also as a mechanism for creating value and 

managing customer experiences in a dynamic digital ecosystem. The results of the 
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literature review indicate that the success of online marketing is greatly influenced 

by the ability of organizations to understand the behavior of digital consumers who 

are increasingly active and informed. Consumers have a significant role in shaping 

brand perception through interaction and communication on digital platforms, so 

companies need to adopt a more interactive, responsive, and consumer-oriented 

approach to marketing.  

On the other hand, challenges such as data privacy, information overload, and 

digital reputation risks demand more careful and responsible management of online 

marketing strategies. Based on the whole, this study emphasizes the importance of 

a strategic and sustainable approach in the implementation of online marketing. By 

understanding the opportunities and challenges that exist, organizations can design 

digital marketing strategies that are not only effective in the short term, but also 

capable of creating a competitive advantage and sustainability in the long term. These 

findings are expected to serve as a basis for further research development as well as 

a conceptual reference for practitioners in dealing with the dynamics of digital 

marketing in the future.  
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