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The rapid advancement of digital technology has
significantly transformed marketing practices through the
adoption of Artificial Intelligence and Big Data—driven
online marketing. This study aims to systematically examine
the role, benefits, and challenges of integrating Al and Big
Data into online marketing strategies. A systematic literature
review was conducted by analyzing peer-reviewed articles
published over the last five years and indexed in Google
Scholar. The findings indicate that the integration of
Artificial Intelligence and Big Data enhances digital
marketing effectiveness through personalization, predictive
analytics, and operational efficiency. However, the study
also identifies critical challenges, including data privacy
concerns, ethical issues, limitations in human resources, and
potential algorithmic bias. These findings suggest that the
success of technology-driven online marketing depends not
only on technological sophistication but also on effective
data governance and organizational readiness. This study is
expected to contribute to the digital marketing literature by
providing a comprehensive conceptual foundation for the
development of sustainable and responsible online
marketing strategies.
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1. Introduction

The development of digital technology has driven a significant transformation
in marketing practices, particularly through the shift towards online marketing as the
main strategy of business organizations. In an increasingly competitive digital
environment, online marketing is no longer understood simply as a means of
internet-based promotion, but as a strategic approach that is integrated with data
management and smart technology. This transformation has been getting stronger
since 2020, along with the increasing dependence of consumers on digital platforms
to find information, interact, and make transactions (Davenport et al., 2020).

Modern online marketing is characterized by its ability to reach consumers
widely, quickly, and personally through various digital channels. However, the
increasing volume and complexity of consumer data demands a more systematic and
analytics-based approach to marketing. In this context, Artificial Intelligence (AI)
and Big Data analytics play a strategic role in supporting more accurate and adaptive
marketing decision-making. The integration of this technology allows companies to
process large amounts of consumer data to understand behavioral patterns,
preferences, and market needs more deeply (Alghamdi & Agag, 2023).

The data-driven approach of online marketing is the main foundation in
contemporary digital marketing practices. By leveraging Big Data, companies can
identify market trends and predict consumer responses to specific marketing
strategies. Al then serves to automate the process of analyzing and personalizing

marketing content in real-time. This combination allows companies to develop

| 122



online marketing strategies that are more relevant, efficient, and customer-
experience-oriented (Andirwan et al., 2023).

A number of studies show that the application of Al in online marketing has
a positive impact on the effectiveness of marketing campaigns and customer
engagement. Al-based personalization enables the delivery of marketing messages
tailored to individual consumer characteristics, thereby increasing customer
satisfaction and loyalty levels. In addition, Big Data-powered predictive analytics
capabilities help companies anticipate changes in consumer behavior and digital
market dynamics (Huang & Rust, 2021).

However, the implementation of Al-based online marketing and Big Data is
inseparable from various challenges. The issue of data privacy and security is a major
concern in the digital marketing literature, given the increasing intensity of consumer
data collection and processing. Consumer concerns about the use of personal data
have the potential to affect the level of trust in online marketing practices
(Chintalapati & Pandey, 2022). In addition, technological complexity and limited
competent human resources are also obstacles to the optimal implementation of
data-driven marketing strategies (Schmiegelow & Melo, 2023).

In an academic context, although the study of online marketing, Al, and Big
Data has grown rapidly, there is still a need for a comprehensive synthesis to
understand the roles, benefits, and challenges of integrating these technologies in
digital marketing strategies. Several studies emphasize the importance of a balanced
approach between the use of technology and ethical considerations in the

management of consumer data (Jain & Aggarwal, 2020). Therefore, a systematic
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study of Al-based online marketing and Big Data is relevant to enrich the digital
marketing literature and provide a conceptual foundation for the development of

sustainable marketing strategies in the digital era (Rolando et al., 2022).

2. Literature Review

2.1 Online Marketing in the Digital Age

Online marketing is a form of marketing evolution that utilizes digital
technology and internet networks to reach and interact with consumers more
effectively. Since 2020, online marketing has experienced rapid development along
with the increasing adoption of digital platforms by consumers in various activities,
ranging from information search to purchase decision-making. These changes
require companies to shift their marketing focus from traditional approaches to
more flexible and integrated digital strategies (Davenport et al, 2020). In
contemporary marketing literature, online marketing is understood as a marketing
system that integrates various digital channels to create two-way communication
between companies and consumers.

This approach allows companies to obtain real-time feedback and adjust
marketing strategies according to market dynamics. Online marketing also provides
opportunities for companies to reach more specific market segments through the
use of consumer behavior data (Andirwan et al., 2023). Additionally, online
marketing plays an important role in building long-term relationships with customers
through the creation of consistent and relevant digital experiences. By leveraging

digital technology, companies can increase consumer engagement and strengthen
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brand position in an increasingly competitive market. Therefore, online marketing
not only serves as a promotional tool, but also as a value creation strategy in a digital

business environment (Jain & Aggarwal, 2020).

2.2 The Role of Artificial Intelligence and Big Data in Online Marketing

Artificial Intelligence (AI) and Big Data have become a major component in
the development of modern online marketing. Al enables the automation and
optimization of various digital marketing activities, such as consumer behavior
analysis, content personalization, and real-time campaign management. Meanwhile,
Big Data provides a wide and diverse source of information, derived from consumer
interactions across various digital platforms (Alghamdi & Agag, 2023). The
integration of Al in online marketing allows companies to leverage predictive
analytics to identify consumer behavior patterns and predict market responses to
specific marketing strategies.

This capability helps companies make more accurate and data-driven
marketing decisions. In addition, Al contributes to improving operational efficiency
through the automation of marketing processes that were previously done manually
(Huang & Rust, 2021). Big Data also plays an important role in supporting market
segmentation and audience targeting more precisely. By analyzing consumer data at
scale, companies can deeply understand customer needs and preferences, so that
online marketing strategies can be dynamically adjusted. This approach provides a
competitive advantage for companies in facing competition in the digital

environment (Rolando et al., 2022).
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2.3 Ethical Challenges and Issues in Data-Based Online Marketing

While offering a variety of benefits, the implementation of Al-based online
marketing and Big Data also presents significant challenges. One of the main issues
that is often discussed in the literature is the privacy and security of consumer data.
The collection and processing of large amounts of data increases the risk of privacy
breaches, which can negatively impact consumer trust in companies (Chintalapati &
Pandey, 2022). In addition to privacy issues, other challenges faced are technological
complexity and limited human resources. The implementation of Al and Big Data
requires adequate technological infrastructure and a workforce that has analytical
competence and understanding of digital marketing.

Limitations in this aspect can hinder the effectiveness of the implementation
of data-driven online marketing (Schmiegelow & Melo, 2023). Ethical issues are also
an important concern in the use of Al for online marketing. Algorithms used in Al
systems have the potential to generate bias if they are not propetly designed and
supervised. Therefore, the literature emphasizes the importance of developing
ethical and policy frameworks that ensure the use of marketing data and technology

is done transparently and responsibly (Du & Xie, 2021).

3. Methods

This study uses the Systematic Literature Review (SLR) approach to
comprehensively examine the development and implementation of online marketing
based on Artificial Intelligence and Big Data in the context of digital marketing. The

SLR method was chosen because it allows researchers to identify, evaluate, and

| 126



synthesize the results of previous research in a systematic, transparent, and
structured manner. This approach is very relevant to understand the patterns of
tindings, research trends, and research gaps on rapidly growing and multidisciplinary
topics such as technology-based online marketing.

The research stage begins with the formulation of a study focus that
emphasizes the role of Al and Big Data in increasing the effectiveness of online
marketing and the challenges that arise in its implementation. Furthermore, inclusion
and exclusion criteria are determined to ensure the quality and relevance of literature
sources. The selected articles are scientific publications published in the last five
years, indexed by Google Scholar, and directly discuss the topics of online marketing,
digital marketing, Artificial Intelligence, and Big Data analytics.

The literature search process is carried out through academic databases using
a combination of relevant keywords, such as "online marketing", "digital marketing",
"artificial intelligence", and "big data". The obtained articles are then selected
through the stages of reviewing the title, abstract, and full text content to ensure
their suitability with the research objectives. The literature that passed the selection
was analyzed thematically to identify patterns, key concepts, and empirical findings
related to the use of Al and Big Data in online marketing. The results of the analysis
are then synthesized to build a complete conceptual understanding and become the

basis for discussing the research results.
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4. Results

The results of the study based on the Systematic Literature Review approach
show that the application of online marketing based on Artificial Intelligence and
Big Data has made a significant contribution to the transformation of digital
marketing in various organizational contexts. The literature analyzed consistently
confirms that the integration of digital technology is a key factor in increasing the
effectiveness of online marketing strategies, particularly in understanding consumer
behavior and optimizing marketing decision-making (Davenport et al., 2020,
Alghamdi & Agag, 2023).

Most studies highlight that Al plays an important role in processing consumer
data sourced from various digital channels in real-time. This capability allows
companies to gain deeper insights into consumer preferences, habits, and needs.
With the support of Big Data, the analysis process is not only limited to historical
data, but also includes dynamic data that is constantly evolving, so that online
marketing strategies can be adjusted quickly and accurately (Jain & Aggarwal, 2020).

The findings of the study also show that personalization is the dominant result
of the application of Al in online marketing. Machine learning algorithms allow
companies to deliver marketing content that is relevant to each individual consumer.
This approach has been proven to increase customer engagement, strengthen
customer—brand relationships, and increase consumer satisfaction. Several studies
confirm that Al-based personalization has a positive correlation with customer

loyalty and long-term customer value (Li et al., 2021).
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In addition to personalization, Big Data-based predictive analytics is another
important finding in the literature. This analytics allow companies to predict market
trends, consumer responses to specific campaigns, as well as potential future changes
in consumer behavior. Thus, online marketing is no longer reactive, but has become
proactive and strategic. This approach helps companies allocate marketing resources
more efficiently and increase the success of digital campaigns (Xie & He, 2022;
Labib, 2024).

The results of the study also show that the application of Al and Big Data
contributes to increasing operational efficiency in online marketing activities. The
automation of various marketing processes, such as ad targeting, content scheduling,
and campaign performance evaluation, allows companies to reduce manual
workloads and minimize human error. This efficiency is one of the main advantages
of technology-based online marketing in the face of increasingly fierce digital
competition (Andirwan et al., 2023).

Nevertheless, the results of the study also identitied a number of significant
challenges. The issue of consumer data privacy and security emerged as one of the
main concerns in almost all of the literature analyzed. The intensity of consumer data
collection and utilization increases the risk of privacy breaches, potentially lowering
the level of consumer trust in the company. Several studies confirm that consumer
trust is a crucial factor in the long-term success of data-driven online marketing
(Chintalapati & Pandey, 2022).

In addition to privacy issues, limited human resources and technological

complexity are also major challenges in the implementation of Al and Big Data.
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Many organizations face difficulties in adopting advanced marketing technologies
due to a lack of experts and high investment costs of digital infrastructure. These
challenges show that the benefits of Al-based online marketing and Big Data are not
always equally accessible to all organizations (Schmiegelow & Melo, 2023). The
literature also highlights the potential risk of algorithmic bias in Al systems used for
online marketing. Reliance on historical data can result in marketing decisions that
are not entirely objective and potentially harm certain consumer groups. Therefore,
several studies emphasize the importance of human oversight and continuous
evaluation of algorithms used in digital marketing (Du & Xie, 2021).

In addition to technical and ethical challenges, the results of the study show
that the success of Al-based online marketing and Big Data is greatly influenced by
the organization's readiness to manage change. Technology integration requires
changing organizational culture, adjusting business processes, and strong managerial
commitment. Without adequate organizational support, the implementation of
advanced marketing technologies has the potential to not provide optimal results
(Rolando et al., 2022). Based on the overall results, the SLR results show that online
marketing based on Artificial Intelligence and Big Data provides significant benefits
in increasing the effectiveness, efficiency, and competitiveness of digital marketing.
However, these benefits must be balanced with the management of privacy risks,
ethics, and organizational readiness so that online marketing strategies can be

implemented sustainably and responsibly in the digital era.
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5. Discussion

The results of this study show that online marketing based on Artificial
Intelligence and Big Data has become a major pillar in contemporary digital
marketing strategies. The integration of such technologies allows companies to move
from a traditional marketing approach that is reactive to a more proactive and
predictive approach. These findings reinforce the view that the use of data and
intelligent technology are essential prerequisites for organizations to remain
competitive in a dynamic digital environment (Davenport et al., 2020).

One of the key findings discussed is the role of Al in improving consumer
personalization and engagement. The discussion of the results shows that Al-based
personalization not only increases the relevance of marketing messages, but also
contributes to the formation of long-term relationships between companies and
customers. This is in line with the literature that emphasizes the importance of a
customer-centric approach in online marketing, where customer experience is the
main focus of digital marketing strategies (Huang & Rust, 2021).

In addition, the use of Big Data in online marketing provides significant
predictive analytics capabilities. Through large-scale data analysis, companies can
more accurately anticipate changes in consumer behavior and market trends. This
discussion shows that these predictive capabilities play an important role in
improving the efficiency of marketing resource allocation and the effectiveness of
digital campaigns. These findings support the results of previous research that
emphasized the strategic role of Big Data in data-driven marketing decision-making

(Alghamdi & Agag, 2023).
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However, the discussion also highlighted that the success of Al-based online
marketing and Big Data is inseparable from significant challenges, especially related
to data privacy and ethics. Consumers' concerns about the collection and use of
personal data demand companies to implement transparent and responsible digital
marketing practices. This discussion reinforces the argument that consumer trust is
a key factor in the sustainability of data-driven online marketing strategies
(Chintalapati & Pandey, 2022).

Furthermore, the results of the study show the importance of a balance
between Al-based automation and human supervision. Over-reliance on algorithms
has the potential to create bias and degrade the quality of marketing decision-making.
Therefore, this discussion emphasized the need to develop a clear ethical and
technological governance framework so that the use of Al and Big Data in online

marketing can provide optimal benefits without neglecting social and ethical aspects

(Du & Xie, 2021).

6. Conclusion

This study concludes that online marketing based on Artificial Intelligence
and Big Data has become a very important strategic element in modern digital
marketing. The integration of this technology allows companies to understand
consumer behavior more deeply, improve personalization, and optimize the
effectiveness and efficiency of marketing campaigns. The data-driven approach

drives the shift of marketing strategies from intuitive to more analytical and
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predictive, thus supporting more accurate decision-making and adaptive to digital
market dynamics.

The results of the study show that the application of Al and Big Data in online
marketing provides various strategic benefits, such as increased customer
engagement, operational efficiency, and the company's ability to respond to changes
in consumer behavior in real-time. However, the success of the implementation of
this technology is not only determined by the sophistication of the systems used, but
also by the readiness of the organization to manage changes, both in terms of human
resources, infrastructure, and organizational culture.

In addition to the benefits obtained, this study also emphasizes that
technology-based online marketing presents challenges that need to be managed
seriously, especially related to data privacy, ethics of using technology, and potential
algorithm bias. Therefore, organizations need to implement a balanced approach
between the use of technology and risk management so that online marketing
strategies can run sustainably. Overall, this research is expected to be a conceptual
basis for the development of digital marketing strategies that are effective,

responsible, and relevant to business needs in the digital era.
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