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 The development of e-commerce globally and 
nationally shows significant growth, driven by 
increased internet penetration, smartphone adoption, 
and changes in consumer behavior that increasingly rely 
on digital technology. In Indonesia, the surge in e-
commerce transactions is more pronounced after the 
pandemic, although there are indications of a 
slowdown in growth in certain periods. This research 
aims to analyze e-commerce trends and changes in 
consumer behavior triggered by digitalization, focusing 
on the challenges and opportunities faced by business 
actors. The method used is Systematic Literature 
Review (SLR), which identifies, evaluates, and 
synthesizes literature from various international and 
national sources. The results of the study show that 
consumers are now more critical, expect fast and 
personalized service, and pay attention to sustainability 
aspects. On the other hand, business actors are faced 
with data security issues, strict regulations, and the 
demands of omnichannel integration. This study 
confirms that technology-based strategic adaptation is 
a key factor to maintain competitiveness in the digital 
era.  

Keywords:  
Consumer Behavior,  
E-commerce,  
Digitalization,  
Omnichannel. 

 

Identifier:  
Nawala 
Page: 115-130 
https://nawala.io/index.php/ijdbs   
 

https://creativecommons.org/licence/by-sa/4.0/
https://nawala.io/index.php/ijdbs


Alverina	Wikke	Anggraini	

                                                                                  |116 
 

1. Introduction 
The development of e-commerce in the era of digitalization has become a 

global phenomenon that fundamentally changes the business landscape. Globally, e-

commerce is not only an alternative channel, but has evolved into the backbone of 

modern commerce. This is driven by the increasing penetration of the internet, the 

increasing use of mobile devices, and changes in consumer behavior that increasingly 

prioritize convenience, speed, and flexibility in shopping. The COVID-19 pandemic 

has been an important catalyst in accelerating the adoption of e-commerce, where 

mobility restrictions and health protocols have pushed consumers to turn to online 

platforms to meet their daily needs (Dannenberg et al., 2020). 

In Indonesia, the development of e-commerce shows a trend that is in line 

with global dynamics, but with distinctive market characteristics. CNBC Indonesia 

data 2023 noted that the value of e-commerce transactions in Indonesia reached 

IDR 453.75 trillion in 2023, with a transaction volume of 3.71 billion goods (Dai et 

al. 2021). Despite indications of a post-pandemic slowdown in growth, the long-

term trend shows significant positive potential. The growth of the middle class, 

increasing digital literacy, and government policy support for the digital economy 

are the main driving factors for the development of this sector (Kong & Jin, 2023). 

Changes in consumer behavior are a key element that influences business 

strategies in e-commerce. Today's consumers are more informed and critical in their 

decision-making thanks to widespread access to product information, reviews, and 

price comparisons online (Rosário & Raimundo, 2021). Social media, mobile apps, 

and AI-based technologies have formed a new pattern of interaction between 
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consumers and brands, where personalized and responsive experiences are the main 

selling points. Consumers' expectations for fast, responsive, and seamless services 

across multiple channels (omnichannel) force businesses to integrate technology 

thoroughly in their business processes. 

Artificial intelligence (AI) technology plays a significant role in optimizing the 

consumer experience on e-commerce platforms. AI is capable of processing user 

behavior data, such as searches, clicks, and purchase history, to provide relevant 

product recommendations in real-time (Gkikas & Theodoridis, 2021). This AI 

integration not only increases sales conversion rates, but also strengthens customer 

loyalty through targeted personalization. On the other hand, real-time analysis of 

market trends provides the ability for companies to respond quickly to changes in 

demand, thereby increasing competitiveness in a dynamic market. 

While the growth opportunities are huge, the e-commerce sector also faces 

significant challenges. Data security and consumer privacy issues are a major 

concern, with surveys showing that 58% of consumers are concerned about the risk 

of data leaks (Kašparová, 2023). Data protection regulations such as the General 

Data Protection Regulation (GDPR) and local regulations force companies to 

implement strict security systems and adhere to complex data protection procedures. 

In addition, increasing consumer expectations for delivery speed, product quality, 

and after-sales service require continuous investment in logistics infrastructure and 

human resources. 

For small and medium-sized enterprises (SMEs), e-commerce offers strategic 

opportunities to expand the market, both locally and internationally. A study by 
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Marcysiak dan Pleskacz (2021) shows that 63% of SMEs who adopt digitalization 

experience a 40% increase in sales in two years. This competitive advantage comes 

from the ability of SMEs to leverage digital platforms to reach new consumers, 

optimize data-driven marketing strategies, and adapt to market trends more nimbly 

than large companies. However, the success of SME's digital transformation is highly 

dependent on the ability to manage data security challenges, regulatory compliance, 

and service quality improvement. 

Thus, the development of e-commerce in the digital era is not just a 

technological phenomenon, but reflects a profound transformation in the way 

businesses are run and how value is created and delivered to consumers. Technology 

integration, deep understanding of consumer behavior, regulatory compliance, and 

continuous innovation are key factors for success in this sector. This research aims 

to analyze the development trends of e-commerce at the global and national levels, 

understand changes in consumer behavior due to technology, and identify 

opportunities and challenges faced by business actors in this era of digitalization.  

2. Methods 
This study uses the Systematic Literature Review (SLR) method as the main 

approach to identify, evaluate, and synthesize relevant literature related to the 

development of e-commerce in the digitalization era. SLR was chosen because it 

provides a systematic framework for collecting and analyzing information from 

various sources, thereby minimizing subjective bias and ensuring comprehensive 

research results (Cabrera & Cabrera, 2023). This research process begins with the 
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determination of relevant keywords, including terms such as “e-commerce”, 

“digitalization”, “consumer behavior”, “artificial intelligence in e-commerce”, 

“digital payment”, and “data security in e-commerce”. These keywords are used in 

literature searches through reputable scientific databases such as Google Scholar, 

Elsevier, and Researchgate. To maintain relevance, the search is focused on 

publications published in the period last five years, given that this period represents 

the latest developments in e-commerce technology and business strategies. 

The literature obtained is not only limited to international publications, but 

also includes national articles that discuss the context of e-commerce development 

in Indonesia, applicable regulations, and case studies of local business actors. The 

inclusion criteria for this study include articles that focus on the influence of digital 

technology on the growth of e-commerce, studies that contain quantitative or 

qualitative data related to consumer behavior and business strategies, and 

publications that have gone through a peer review process. Articles that are opinion 

pieces without an empirical database, or whose discussion is not relevant to the focus 

of the research, are excluded from the analysis process. 

The selection stages are carried out sequentially. First, all articles relevant to 

the keyword are collected. Second, filtering is done by title and abstract to eliminate 

publications that do not fit the topic. Third, a full-text review is carried out to ensure 

the feasibility of the article based on the inclusion criteria that have been set. Out of 

a total of 66 articles found in the initial stage, this screening process resulted in 13 

articles that met all the research criteria. All selected articles were then coded based 

on the focus of the study, such as the technology used, changes in consumer 
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behavior, regulatory challenges, and digital business strategies adopted by e-

commerce players. 

The analysis process is carried out using the thematic analysis method, which 

groups information from various studies into main themes. The themes identified 

include the factors driving e-commerce growth, the impact of digitalization on 

consumer behavior, the use of technologies such as artificial intelligence (AI) and 

big data analytics, data security and regulatory challenges, and strategic opportunities 

that arise for business actors, especially small and medium enterprises (SMEs). Data 

synthesis is carried out using a narrative synthesis approach, which combines 

quantitative and qualitative findings to provide a more comprehensive picture of 

trends, opportunities, and challenges in the e-commerce sector. 

The SLR method has the advantage of providing a broad and in-depth picture 

based on various credible scientific sources. However, this method also has 

limitations, especially the dependence on the availability of literature and the 

relevance of the publications used. In addition, the rapid development of e-

commerce technology can make some findings from older literature less suitable for 

current conditions (Pan et al., 2022). Nevertheless, the use of SLR in this study is 

expected to produce findings that are not only academically robust, but also 

practically relevant for business actors and policymakers who want to take advantage 

of digitalization to increase competitiveness in the e-commerce sector.  
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3. Results and Discussion 

3.1. Digitalization Opportunities in E-Commerce 

Digitalization has brought a major transformation to the e-commerce sector, 

providing strategic opportunities for businesses to expand market reach, improve 

operational efficiency, and strengthen relationships with customers. One of the main 

opportunities is the ability of e-commerce to break through geographical boundaries, 

thus allowing businesses to reach consumers both locally and globally without the 

need to build expensive physical infrastructure (Furr et al., 2022). With digital 

platforms, even small and medium enterprises (SMEs) can compete with large 

companies, because the cost of entering the market is lower. This flexibility opens 

the door to innovation and expansion that was previously unimaginable. SMEs that 

leverage digitalization can expand their customer base exponentially, reach 

previously inaccessible audiences, and build their brands at a more cost-efficient rate. 

Another opportunity lies in personalizing the consumer experience through 

the use of technologies such as artificial intelligence (AI) and big data analytics. This 

technology allows e-commerce platforms to understand customer preferences, 

behavior, and shopping history, so that they can provide relevant product 

recommendations in real-time. AI is capable of processing search data, user 

interactions, and previous transactions to deliver offers tailored to individual needs. 

This not only increases customer satisfaction, but also encourages loyalty to the 

brand (Achmadi et al., 2023). This personalization isn't limited to product 

recommendations alone, but it also includes site layout customizations, special 

promotional offers, and even a shopping experience tailored to demographics, 
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location, or previous purchase history. As a result, customers feel more valued and 

understood, which ultimately strengthens their emotional bond with the brand. 

In addition, digitalization opens up opportunities for companies to optimize 

marketing strategies. Digital marketing that leverages social media, search engine 

optimization (SEO), and data-driven campaigns can increase audience reach and 

promotional effectiveness. Social media, for example, has become an important 

channel for building brand awareness, interacting with customers, and promoting 

products in a more creative and interactive way (Khanom, 2023). With the right 

strategy, companies can turn interactions on social media into significant sales 

conversions. Digital marketing allows companies to target highly specific audiences 

based on interests, behaviors, and demographic data, which is much more efficient 

than traditional marketing methods. Additionally, the analytics tools integrated with 

digital campaigns allow companies to track ROI (Return on Investment) in real-time, 

measure campaign effectiveness, and make the necessary adjustments to optimize 

results. 

Opportunities also arise from the increasing penetration of digital payments, 

which makes the transaction process easier for consumers. The speed, convenience, 

and security offered by digital payment methods are an added value for modern 

consumers who want a seamless shopping experience (Shree et al., 2021). The 

growing adoption of digital payments is also encouraging companies to integrate 

their systems with various financial service providers, creating a more efficient and 

inclusive payments ecosystem. Digital payments, such as e-wallets, instant bank 

transfers, and credit cards, give consumers the flexibility to choose the method that 
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is most convenient for them. For business actors, digital payment systems minimize 

the risk of fraud, simplify accounting processes, and accelerate cash flow. 

For businesses in developing countries, e-commerce is an effective solution 

to expand the market without relying on complex physical distribution 

infrastructure. Research shows that 63% of small business actors who utilize e-

commerce experience a 40% increase in sales within two years of adopting digital 

technology (Yan, 2021). This proves that digitalization can be a catalyst for economic 

growth, especially for SMEs that were previously hampered by limited capital and 

market access. In many developing countries, road and transportation infrastructure 

is still uneven, so e-commerce is a bridge that connects producers with consumers 

in remote areas. Thus, e-commerce not only creates business opportunities, but also 

contributes to economic equity and job creation. 

Digitalization opportunities are also closely related to the emergence of 

innovative new business models, such as subscription-based services, on-demand 

economy, and direct-to-consumer (D2C). This business model utilizes digital 

technology to eliminate intermediaries, so that companies can interact directly with 

customers and obtain higher profit margins (Rangaswamy et l., 2020). In addition, 

data-driven business models allow companies to identify new market opportunities 

and develop products or services that are in line with consumer trends. D2C models, 

for example, allow companies to collect customer data directly, which is invaluable 

for future personalization and product development. Subscription-based services 

provide stable and predictable revenue, while on-demand models offer high 

flexibility for consumers. 



Alverina	Wikke	Anggraini	

                                                                                  |124 
 

Digitalization has created significant opportunities for the e-commerce sector 

to grow and develop amid increasingly fierce competition. Success in taking 

advantage of these opportunities depends on the company's ability to integrate 

technology, understand consumer behavior, and implement marketing and service 

strategies that are responsive to market changes. Thus, digitalization is not only a 

tool to survive, but also a foundation for sustainable growth in the digital economy 

era. Companies that are able to adopt and adapt to these changes will become market 

leaders of the future, while those that will not be at risk of being left behind.  

3.2. Strategic Challenges of the E-Commerce Sector 

While digitalization offers a wide range of opportunities, the e-commerce 

sector also faces strategic challenges that require serious attention from businesses, 

policymakers, and other stakeholders. One of the biggest challenges is the issue of 

data security and consumer privacy. Research shows that 58% of consumers are 

worried about the security of their personal information when transacting on e-

commerce platforms (Rangaswamy et l., 2020). These concerns include the risk of 

data theft, online fraud, and misuse of personal information by third parties. To 

address this, companies need to implement strict cybersecurity protocols, such as 

data encryption, multi-layered authentication, and real-time security monitoring. 

Consumer trust is the most valuable asset in digital business, and a single data 

security incident can damage a brand's reputation built over years. Therefore, 

investing in security infrastructure is no longer an option, but a must to maintain 

business sustainability. In addition, transparency regarding how consumer data is 

used and protected is key to rebuilding trust. 
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In addition to data security, regulation is an important challenge that must be 

faced. The implementation of rules such as the General Data Protection Regulation 

(GDPR) in the European Union or national data protection regulations in various 

countries forces companies to adapt their business processes to strict legal standards 

(Aseri, 2020). Compliance with these regulations requires additional investment, 

both in terms of technological infrastructure and human resource training. For large 

companies, this may be manageable, but for SMEs, compliance costs can be a 

significant burden. Each country may have different rules, so for companies 

operating globally, navigating these complex regulations becomes a challenging job. 

Violations of these regulations can lead to hefty fines and reputational damage, 

making compliance a top priority. 

The next challenge is the increasing consumer expectations for service quality. 

Modern consumers are not only looking for competitive prices, but also a fast, 

secure, and personalized shopping experience. Data shows that 75% of consumers 

are reluctant to use platforms with slow delivery services or less responsive customer 

support (Yan, 2021). This forces companies to continue to improve the quality of 

their services, both in terms of delivery speed, ease of returning goods, and the 

quality of after-sales service. In the age of social media, negative reviews about poor 

service can spread quickly and affect other potential buyers. Therefore, companies 

must focus on every customer touchpoint, from the ordering process to delivery and 

post-sales support, to ensure a seamless and satisfying experience. 

Increasingly fierce competition is also a challenge in itself. The emergence of 

new players with aggressive strategies can erode the company's existing market share. 
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In these conditions, innovation is the key to maintaining a competitive advantage. 

Companies that are slow to adapt to technological trends and changes in consumer 

behavior risk losing relevance in the market (Suherlan & Okombo, 2023). 

Innovation is not only limited to products or services, but also includes business 

models, marketing strategies, and operational efficiency. E-commerce platforms 

must continue to invest in new technologies such as augmented reality (AR) for 

product visualization or AI-based chatbots for better customer service, in order to 

stay ahead of the competition. 

In addition, logistics issues in some regions, especially in developing 

countries, are still an obstacle to the efficient distribution of products. Suboptimal 

transportation infrastructure, high shipping costs, and limited courier services in 

remote areas can affect customer satisfaction and reduce the competitiveness of e-

commerce. To address these issues, companies must establish strategic partnerships 

with local logistics providers, invest in supply chain management technologies, and 

develop innovative delivery solutions such as the use of drones or local agent 

networks. These logistical challenges demand adaptive and decentralized solutions 

so that products can reach consumers in all corners. 

Finally, changing trends and rapid consumer preferences also require an 

adaptive strategic response. Companies must be able to monitor market trends in 

real-time and make strategy adjustments quickly. The use of big data analytics can 

help in this regard, but it requires investment in technology and competent human 

resources (Dahlbom et al., 2020). Companies that can't identify or respond to 

changing trends quickly risk selling outdated products or using marketing strategies 
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that are no longer relevant. Thus, flexibility and adaptability are two important 

characteristics for e-commerce companies that want to survive and grow. Managing 

these challenges effectively will be the difference between successful and failing 

companies amid increasingly dynamic global competition.  

4. Conclusion 
The development of e-commerce in the era of digitalization shows significant 

dynamics, characterized by rapid growth both at the global and national levels. 

Digitalization has been a major driver of changing business landscapes, influencing 

consumer behavior, marketing strategies, and corporate operating models. The use 

of technologies such as artificial intelligence (AI), big data analytics, social media, and 

digital payment systems has opened up strategic opportunities for businesses to 

expand market reach, improve operational efficiency, and strengthen relationships 

with customers. For small and medium enterprises (SMEs), e-commerce is an 

effective means to compete with large companies. Through digital platforms, SMEs 

can overcome capital limitations and physical infrastructure, while leveraging data-

driven marketing strategies to increase sales and customer loyalty. Data shows that 

digitalization not only provides gains in sales scale, but also drives business model 

innovation that is adaptive to market trends. 

However, this rapid growth is also accompanied by strategic challenges that 

cannot be ignored. Data security and consumer privacy are key issues that demand 

the implementation of strict security protocols. Data protection regulations such as 

GDPR require consistent compliance, which can be a financial burden for some 
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businesses, especially SMEs. In addition, increasing consumer expectations for 

service speed, delivery quality, and personalized shopping experience force 

companies to continue to innovate and improve the quality of their services. With 

these interconnected opportunities and challenges, the success of a company in the 

e-commerce sector will largely depend on its ability to integrate technology, 

understand consumer behavior, comply with regulations, and maintain customer 

trust. Therefore, an adaptive, innovative, and technology-based strategy is key to 

achieving sustainable growth in the midst of increasingly competitive digital 

competition.  
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