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Digital transformation has become one of the key factors in
strengthening the competitiveness of Micro, Small, and
Medium Enterprises (MSMEs) in the modern economic era.
This research aims to examine the role of digital technology,
especially the Internet of Things (IoT), e-commerce, big data,
and financial technology (fintech), in encouraging operational
efficiency, market expansion, and business innovation of
MSME:s in developing countries. The research method used is
Systematic Literature Review (SLR) on academic publications
in the last five years, with a focus on empirical and conceptual
studies related to the digitalization of MSMEs. The results of
the analysis show that the application of digital technology can
reduce logistics costs, increase productivity, and speed up the
decision-making process. In addition, e-commerce and social
media platforms have proven to open MSMEs access to
national and global markets, while the integration of big data
and fintech plays a role in creating innovative business models
and providing inclusive financing solutions. This research
confirms that collaborative support between the government,
the private sector, and educational institutions is needed to
ensure the success of MSME digital transformation.
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1. Introduction

Micro, Small, and Medium Enterprises (MSMEs) play a central role in
economic growth in developing countries, including Indonesia. Based on data from
the Ministry of Cooperatives and SMEs, MSMEs account for more than 60% of the
Gross Domestic Product (GDP) and absorb most of the national workforce.
However, in the digital era, MSMEs face new challenges in the form of increasing
global competitiveness and the need for operational efficiency. Digitalization offers
significant opportunities for MSMEs to overcome traditional limitations, expand
markets, and increase productivity. Digital transformation is not only relevant in the
context of developed countries, but also a key factor for the growth of MSMEs in
developing countries (Vu, 2024). Digital technology has paved the way for MSMEs
to innovate businesses that were previously difficult to reach. E-commerce
platforms, for example, allow MSMEs to expand their market reach without
geographical restrictions. Empirical studies show that the use of e-commerce can
increase revenue and accelerate access to new customers, while reducing distribution
costs. In Indonesia, MSMEs that utilize marketplaces such as Tokopedia and Shopee
have proven to be more resilient in the face of market uncertainty, especially during
periods of disruption due to the pandemic (Mulyadi & Hendrayati, 2021).

In addition, Internet of Things (IoT) technology provides efficiency solutions
by facilitating real-time monitoring of production processes and inventory
management. IoT applications in the manufacturing and agribusiness sectors have
been proven to be able to reduce operational costs while improving product quality.

Furthermore, the use of big data and artificial intelligence (Al) encourages MSMEs
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to make information-based strategic decisions. Customer data analysis allows for
more effective product personalization and marketing strategies, thereby increasing
consumer loyalty. This is in line with the findings that the integration of digital
technology in MSMEs not only has an impact on increasing efficiency, but also
strengthens relationships with customers in the long term (Deku et al., 2024).
Fintech is also an important catalyst in expanding access to financing for MSMEs.
Through digital platforms, MSME actors who were previously constrained by capital
can now access microloans with more competitive interest rates, thus opening up
space for more inclusive business growth.

However, the adoption of digital technology among MSME:s is inseparable
from major challenges. Limited financial resources, low digital literacy, and limited
infrastructure are obstacles that are often encountered in developing countries.
Recent research emphasizes that the main challenge in digitizing MSMEs is not only
a technological issue, but also social, cultural, and institutional aspects (Rathan,
2024). Low digital literacy makes it difficult for some MSME actors to understand
the potential of technology, while the uneven distribution of internet infrastructure
in remote areas is further widening the digital divide. In this context, collaboration
is an important strategy to support the success of MSME digital transformation. The
government can play a role through incentive policies, training programs, and digital
infrastructure support. The private sector and educational institutions can
complement by providing learning platforms, mentoring, and technology solutions
that match the capacity of MSMEs. Studies in Indonesia show that community-

based digital literacy programs are effective in improving the skills of MSME actors,
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with most participants able to adopt technology in a relatively short time (Mulyadi
& Hendrayati, 2021). This collaboration-based approach is key to ensuring inclusive
and sustainable digital transformation.

Apart from being an answer to domestic challenges, the MSME digitalization
strategy in Indonesia also has global relevance. Many developing countries face
similar obstacles in technology adoption, so Indonesia's experience can be a learning
model. Thus, this research not only contributes to the literature on the digitalization
of MSME:s at the national level, but also expands the understanding of how digital
transformation can be implemented in countries with similar conditions. Based on
this description, it is clear that digital transformation is a determining factor for the
sustainability of MSMEs in the modern era. However, there is still a gap in the
literature, namely the lack of studies that integrate various aspects of digital
technology (e-commerce, IoT, big data, fintech) with cross-sector collaboration
strategies. This research seeks to fill this gap by offering a strategic framework that
can be a reference in accelerating the digital transformation of MSMEs in Indonesia,

as well as providing practical implications for other developing countries.

2. Methods

This study uses the Systematic Literature Review to comprehensively explore
how digital transformation affects Micro, Small, and Medium Enterprises (MSMEs),
with a focus on the context of developing countries including Indonesia. The SLR
method was chosen because it is able to present a systematic, transparent, and

replicable synthesis of various previous studies. This approach is in accordance with
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the recommendations of Sukriah (2024) who emphasize the importance of
systematic review methodologies to obtain a complete picture of a research
phenomenon. The stages of SLR in this study follow three main procedures: (1)
planning, (2) implementation, and (3) reporting. At the planning stage, the author
sets a research question focused on: “How do digital technologies such as e-
commerce, IoT, big data, and fintech affect the performance of MSMEs in
developing countries?”. Furthermore, the author formulates inclusion criteria,
namely articles published in reputable international journals or indexed proceedings,
and directly discusses the relationship between digital transformation and MSMEs.
The exclusion criteria include articles that are conceptual in nature without empirical
data or irrelevant reviews. At the implementation stage, the literature search process
was carried out using the Google Scholar database with the keywords: digital
transformation SMEs, e-commerce SMEs, IoT SMEs, big data SMEs, fintech SMEs,
developing countries. From the initial search results, more than articles were
obtained. After a screening process based on titles, abstracts, and full content, some
articles were selected as core literature.

Data from each article is then extracted using standard protocols, including
the author's identity, year of publication, research location, research method,
technology studied, and key findings. The analysis was carried out with a thematic
synthesis approach to identify patterns, similarities, and differences from existing
research results. The literature is grouped based on four main themes: (1) the impact
of digital technology on the operational efficiency of MSMEs, (2) market expansion

opportunities through digital platforms, (3) technology-based product innovation,
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and (4) challenges and collaboration strategies for digital transformation. The last
stage is reporting, where the results of the literature synthesis are presented in the
form of a critical narrative by discussing theoretical and practical implications.
Validity was improved by cross-checking the articles used and comparing the results
with previous SLR studies ( Kraus et al., 2022; Melo et al., 2023). With this method,
the research is expected to be able to provide a solid conceptual contribution as well
as strategic recommendations for the development of technology-based MSMEs in

developing countries.

3. Results

3.1. The Impact of Digital Transformation on MSME Operational Efficiency

Digital transformation has a significant impact on the operational efficiency
of MSMEs, especially in developing countries. Digitalization allows for the
automation of business processes, the reduction of transaction costs, and the
increase in labor productivity. Recent studies show that the use of technologies such
as cloud-based enterprise resource planning (ERP), Internet of Things (IoT), and
mobile applications supports MSMEs in accelerating production flows, minimizing
errors, and improving resource management (Troise et al.,, 2022). By integrating
digital technology, MSMEs can reduce manual process redundancy, resulting in
significantly reduced operational time and costs. One of the key factors in improving
operational efficiency is the use of IoT for predictive maintenance and inventory
management. For example, manufacturing MSMEs that adopt IoT sensors are able

to monitor machine conditions in real-time and reduce downtime by up to 30%.
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This not only has an impact on smooth production, but also lowers long-term
maintenance costs. A study in Malaysia confirms that the adoption of digital
technology contributes to the efficiency of MSMEs' supply chains, especially
through a reduction in logistics costs of up to 20% (Kraus et al., 2022).

In addition to IoT, big data analytics also plays a critical role in operational
efficiency. By analyzing transaction data and customer behavior, MSMEs can
identify demand patterns so that the production planning process becomes more
accurate. This reduces the risk of overstocking and stock-out, which has been a
classic obstacle for MSMEs. Recent research in Southeast Asia found that MSMEs
that adopt big data analytics are able to increase demand forecasting accuracy by up
to 25% and reduce inventory costs by 15% (Melo et al., 2023). Operational efficiency
is also closely related to the use of digital platforms for financial transactions and
administrative management. Financial technology (fintech) has accelerated the
process of payment, payroll, and accounting records, which were previously done
manually. This digitization of administration not only reduces the potential for
human error, but also accelerates data-driven decision-making. Research in India and
Indonesia shows that the integration of fintech in MSME operations increases
transaction efficiency by up to 40% compared to traditional methods (Troise et al.,
2022).

However, digital transformation does not always go smoothly. Obstacles that
often arise are the limitations of digital literacy among MSME actors and uneven
technological infrastructure. Without government and private sector support in the

form of training and infrastructure subsidies, digital adoption can create a gap
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between MSMEs that are ready and those that are not. However, the literature shows
that when these barriers are overcome, the impact of digitalization on the operational
efficiency of MSMEs is significant and can contribute to their global
competitiveness. Thus, it can be concluded that digital transformation has brought
fundamental changes in the way MSMEs operate. The adoption of technologies such
as IoT, big data, and fintech has been shown to increase efficiency through
automation, cost reduction, as well as improved resource management. The existing
challenges can be overcome through collaborative strategies between the

government, business actors, and technology providers.

3.2. Market Expansion Opportunities through Digital Platforms

One of the most tangible impacts of digital transformation on MSME:s is the
opportunity for market expansion that is increasingly wide-open. The presence of e-
commerce platforms, marketplaces, and social media provides more inclusive access
for MSMEs to reach consumers, both at the national and international levels.
Digitalization allows MSMEs to bypass geographical barriers that previously limited
their business reach. By utilizing online channels, MSMEs can expand the market
without having to open physical branches, so that expansion costs are more efficient.
Digital platforms also provide access to global markets that were previously difficult
tor MSME:s to reach. Studies in Indonesia show that the adoption of e-commerce
allows MSME:s to increase cross-regional sales by up to 40%, while actors who use
digital marketing strategies through social media experience a significant increase in

customer interaction (Purwanto et al., 2024). This trend shows that digital platforms
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are not only a medium for transactions, but also an effective space for interaction
and promotion.

In addition to expanding the market, digitalization also supports the
diversification of distribution channels. Large marketplaces such as Tokopedia,
Shopee, and Lazada, allow MSMEs to access millions of active users, while
community-based platforms such as WhatsApp Business and Facebook Marketplace
are better suited for niche or local markets. Studies in Southeast Asia confirm that
the use of multi-platforms can increase the visibility of MSMEs exponentially,
especially for the retail and culinary sectors (Sudibyo et al., 2023). Thus, digitalization
not only opens up expansion opportunities, but also provides flexibility for MSMEs
to adjust strategies to the characteristics of the target market. MSMEs that are able
to utilize creative digital content, such as high-quality product photos, customer
reviews, and influencer-based marketing strategies, have proven to be more
successful in attracting consumers' attention. A recent study confirms that
storytelling-based digital branding strategies increase customer trust and have an
impact on long-term loyalty (Mogaji, 2021). Thus, digital transformation not only
expands the market, but also strengthens the brand position of MSMEs in the midst
of global competition.

However, even though the opportunities offered are huge, there are
significant challenges. Digital literacy gaps, limited internet infrastructure, and cross-
regional logistics costs are the main obstacles for some MSMEs. Many small business
actors still rely on traditional sales methods due to a lack of knowledge in utilizing

digital platforms. Therefore, mentoring programs from the government and the
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private sector are urgently needed to help MSMEs optimize these opportunities.
Literature evidence shows that digital platforms have become the main enabler for
MSME:s in expanding the market. The use of e-commerce, social media, and digital
marketing technology provides space for MSMEs to grow significantly, while
growing their global competitiveness. With the right strategy, market expansion
opportunities through digital platforms can continue to be increased and become

the main driver of MSME sustainability in the digital era.

3.3. The Role of Big Data and Fintech in MSME Innovation

The development of digital technology, especially big data and financial
technology (fintech), has become a major catalyst in encouraging innovation in
Micro, Small, and Medium Enterprises (MSMEs). Big data provides the ability for
MSMEs to access, process, and analyze large amounts of data, so that business
decisions can be made faster and more precisely. Meanwhile, fintech presents digital-
based financial solutions that facilitate access to capital, transactions, and financial
management (Fandiyanto et al., 2024). These two technologies play an important
role in expanding innovation opportunities and increasing the competitiveness of
MSME:s in the domestic and global markets.

First, big data allows MSMEs to conduct a more in-depth analysis of
consumer behavior. By understanding shopping patterns, preferences, and market
trends, MSMEs can adjust marketing strategies and create products that are more
relevant to consumer needs. The integration of big data with fintech creates an

innovation ecosystem that supports the efficiency of the value chain, from

|10



production to distribution, as well as allows for the personalization of services that
were previously difficult for small business actors.

Second, fintech provides access to alternative financing that is more inclusive
for MSMEs. So far, limited collateral and credit history have been the main obstacles
tor MSMEs in obtaining loans from formal financial institutions. With the presence
of fintech, especially peer-to-peer lending platforms and digital data-based credit,
MSMEs can get easier access to working capital. Hannila et al. (2022) explained that
the adoption of fintech opens up innovation opportunities in financing, where
creditworthiness evaluations are carried out based on big data such as digital
transaction history, e-commerce activities, and payment behavior, thereby expanding
opportunities for MSMEs that were previously unreachable by the conventional
banking system.

Third, collaboration between big data and fintech encourages MSMEs to
transform towards a more adaptive digital business. The use of big data analytics in
fintech transactions helps MSMEs design promotional strategies that are more
targeted, optimize prices, and manage financial risks more effectively. Papadimitri et
al. (2021) study in Vietnam's retail MSME sector shows that the adoption of big
data-based fintech not only improves operational efficiency, but also plays a
significant role in driving business model innovation, such as the use of digital wallets
and automated payment systems that speed up transactions and expand the
customer base.

In addition, the use of big data and fintech also increases transparency and

consumer trust. With a well-documented track record of digital transactions,
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MSME:s can build a more credible reputation in the eyes of investors and consumers.
This is in line with the global trend towards digital financial inclusion that drives the
sustainability of small businesses. The integration of this technology not only
increases productivity, but also contributes to the achievement of the Sustainable
Development Goals (SDGs), especially in supporting inclusive economic growth
and poverty alleviation. Big data and fintech function as two main pillars in
encouraging MSME innovation in the digital economy era. Big data helps MSMEs

understand the market and consumers more comprehensively.

4. Conclusion

This research confirms that digital transformation has a very significant role
in strengthening the competitiveness and sustainability of MSMEs in the modern
economic era. From the results of the study, there are three main dimensions that
have been proven to have a positive impact, namely operational efficiency, market
expansion, and big data and fintech-based innovation. First, operational efficiency is
achieved through the application of technologies such as the Internet of Things
(IoT), cloud-based management systems, and big data analytics. This technology
allows MSME:s to reduce logistics costs, reduce production downtime, and speed up
decision-making.

This efficiency not only optimizes internal performance, but also increases
customer satisfaction through more responsive service. Second, digital
transformation provides a great opportunity for MSMEs to expand market reach.

E-commerce platforms, social media, and marketplaces have opened access to
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national and global consumers, which were previously difficult to reach by
conventional methods. Additionally, digital marketing powered by direct interaction
with consumers strengthens long-term relationships and increases customer loyalty.
Third, big data and fintech encourage the birth of new business model innovations.
Data analytics allow MSMEs to better understand consumer needs, while fintech
provides more inclusive financing solutions. The collaboration between these two
technologies creates an ecosystem that supports the growth of MSMEs while
expanding opportunities for product and service innovation.

However, this study also underlines major challenges such as limited digital
literacy, access to technology, and financial constraints in some regions. Therefore,
the role of governments, educational institutions, and the private sector is crucial in
providing conducive training, incentives, and regulatory support. It can be concluded
that digital transformation has proven to be a strategic key for MSMEs to remain

competitive, innovate, and thrive in an increasingly dynamic global market.
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