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 The rapid pace of digital transformation has redefined the 
landscape of public sector auditing, raising critical questions 
about how emerging technologies can enhance efficiency, 
accountability, and transparency. This study systematically 
reviews peer-reviewed literature to examine the challenges 
and opportunities that digital tools such as big data analytics, 
blockchain, and artificial intelligence present in public 
auditing. Drawing on a diverse range of empirical and 
conceptual studies, the analysis reveals that these 
technologies improve data accessibility, enable real-time 
monitoring, and strengthen fraud detection capabilities. The 
discussion highlights how integrating technology into 
auditing processes requires strategic alignment with 
governance frameworks, adequate auditor training, and 
robust data governance policies. Findings underscore that 
successful adoption depends on balancing innovation with 
ethical considerations, capacity building, and legislative 
support. The study concludes that technology-enabled 
auditing can significantly enhance public trust and 
accountability when implemented within a structured and 
well-regulated environment. 
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1. Introduction 
The accelerating pace of digital transformation has profoundly reshaped the 

landscape of public sector auditing, introducing both unprecedented opportunities 

and significant challenges. Advances in technologies such as big data analytics, 

artificial intelligence (AI), blockchain, and cloud computing have transformed how 

governments manage, process, and store financial and operational data. In this 

evolving environment, public auditors are increasingly expected to integrate 

advanced digital tools into their methodologies to enhance audit efficiency, accuracy, 

and timeliness (Appelbaum et al., 2017). At the same time, the adoption of digital 

systems in public administration introduces complexities such as cybersecurity risks, 

data privacy concerns, and the need for new auditing competencies, making the 

adaptation of traditional audit frameworks both urgent and essential (Cordery & 

Hay, 2022). 

The opportunities presented by digital transformation in public sector 

auditing are extensive. Big data analytics allows auditors to process vast amounts of 

transactional data in near real time, enabling the detection of anomalies and fraud 

patterns that may have been invisible through traditional sampling methods (Rozario 

& Thomas, 2019). Emerging technologies such as blockchain offer potential for 

enhanced transparency and data integrity in government transactions, thereby 

strengthening accountability and public trust (Dai & Vasarhelyi, 2017). Cloud-based 

platforms facilitate collaboration across audit teams and jurisdictions, while 

automation reduces repetitive tasks, allowing auditors to focus more on judgment-

intensive areas (Kokina & Davenport, 2017). These innovations hold particular 
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promise for improving oversight efficiency, ensuring compliance, and delivering 

more value to public stakeholders. 

However, digital transformation also introduces significant challenges to the 

audit profession. The vast volume, velocity, and variety of digital data require 

auditors to develop advanced technical skills and analytical capabilities that extend 

beyond traditional financial audit competencies (Salijeni et al., 2019). Cybersecurity 

threats to public sector data pose risks to audit evidence reliability, while the 

proliferation of algorithmic decision-making in public services demands that 

auditors assess not only the outputs of such systems but also their underlying 

fairness, bias, and ethical implications (Appelbaum et al., 2017). Moreover, the rapid 

pace of technological change can outstrip the capacity of audit institutions to update 

their methodologies, standards, and regulatory frameworks accordingly (Cordery & 

Hay, 2019). 

In the context of these opportunities and challenges, the role of public sector 

auditing is evolving from a backward-looking compliance function to a forward-

looking, risk-focused, and technology-enabled oversight mechanism. This shift 

requires rethinking audit planning, evidence gathering, and reporting to harness the 

benefits of digital tools while mitigating their associated risks (Rozario & Thomas, 

2019). The effective integration of digital transformation into public auditing 

depends on sustained investment in auditor training, adaptive regulatory 

environments, and the establishment of best practices that ensure technology is 

leveraged ethically and effectively. By systematically reviewing recent literature, this 

paper explores the current state of digital transformation in public sector auditing, 
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highlighting the ways in which technological advancements are reshaping audit 

practices, and identifying the capacity-building measures required to navigate this 

new landscape. 

2. Literature Review 
The integration of digital technologies into public sector auditing has been a 

growing area of scholarly attention over the past decade, driven by the increasing 

complexity of governmental operations and the proliferation of data-driven 

decision-making. Early research emphasized the transformative potential of big data 

analytics, AI, and blockchain in enhancing audit quality, efficiency, and scope 

(Appelbaum et al., 2017; Rozario & Thomas, 2019). These technologies allow 

auditors to move beyond traditional sample-based methods toward comprehensive 

population analyses, thereby improving the detection of irregularities and fraud while 

enhancing the credibility of public accountability mechanisms (Salijeni et al., 2019). 

Blockchain, in particular, has been highlighted for its potential to improve 

transparency and trust in public financial management by providing immutable 

transaction records (Dai & Vasarhelyi, 2017). Studies also point to the role of 

automation and AI in streamlining audit workflows, reducing repetitive tasks, and 

enabling predictive risk assessments (Issa et al., 2016; Kokina & Davenport, 2017). 

Such advancements have significant implications for compliance auditing, 

performance auditing, and investigative auditing, where data accessibility and 

reliability are paramount. 
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Despite these advancements, scholars have also documented persistent 

challenges. The rapid evolution of digital tools creates a knowledge gap among 

auditors, requiring continuous upskilling and adaptation to maintain relevance 

(Cordery & Hay, 2022). Cybersecurity threats remain a major concern, as breaches 

in government systems can compromise audit evidence and erode public trust 

(Manita et al., 2020). Moreover, the ethical dimensions of algorithmic auditing, 

particularly regarding bias, fairness, and transparency, require careful consideration 

to prevent the misuse of technology in ways that could undermine accountability 

(Appelbaum et al., 2017). 

The literature further underscores the importance of supportive institutional 

environments in realizing the benefits of digital transformation in auditing. 

Regulatory frameworks, professional standards, and inter-agency cooperation must 

evolve alongside technological innovations to ensure consistent quality and 

comparability of audits across jurisdictions (Salijeni et al., 2019; Manita et al., 2020). 

Additionally, successful implementation often depends on adequate resource 

allocation, leadership support, and change management strategies that address 

resistance from within audit organizations (Issa et al., 2016). 

Overall, the body of literature indicates that while digital transformation 

presents remarkable opportunities for improving audit efficiency, coverage, and 

quality in the public sector, these benefits are contingent upon addressing skill gaps, 

cybersecurity risks, and ethical concerns. This necessitates a balanced approach that 

combines technological adoption with strong governance, policy alignment, and 

continuous capacity building. 



Farhan	Alfredo	

                                                                                  |40 
 

3. Methods 
This study employed a systematic literature review (SLR) approach to 

synthesize existing research on the challenges and opportunities of public sector 

auditing in the era of digital transformation. The review followed established SLR 

protocols, including defining the research scope, developing search strings, and 

applying inclusion and exclusion criteria. Academic databases such as Scopus, 

ScienceDirect, and Google Scholar were searched for peer-reviewed journal articles. 

Keywords included combinations of “public sector auditing”, “digital 

transformation”, “blockchain”, “big data analytics”, “artificial intelligence”, and 

“audit innovation”. Only studies that focused on the public sector and provided 

empirical or conceptual insights relevant to auditing practices were included, while 

conference papers, non-peer-reviewed reports, and purely private-sector studies 

were excluded. 

The selected articles were screened in three stages: title and abstract review, 

full-text analysis, and relevance assessment against the research objectives. Data 

from the eligible studies were extracted and coded according to thematic categories, 

such as technological adoption, audit quality, transparency, capacity building, and 

governance implications. The findings were then analyzed to identify common 

patterns, emerging trends, and critical challenges, which informed the synthesis 

presented in the results and discussion section. This approach ensured a 

comprehensive yet focused review of literature that reflects both the breadth and 

depth of current scholarship on digital transformation in public sector auditing. 
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4. Results and Discussion 
The literature reveals that digital transformation is significantly reshaping 

public sector auditing, with technology adoption influencing audit efficiency, scope, 

and overall governance outcomes. One of the most consistent findings is that 

advanced technologies such as big data analytics, artificial intelligence (AI), and 

blockchain enable auditors to process large datasets in real time, identify anomalies 

more accurately, and conduct continuous auditing rather than relying solely on 

periodic reviews (Bierstaker et al., 2014; Appelbaum et al., 2017). This shift enhances 

the timeliness and reliability of audit findings, which is critical in public sector 

contexts where budget accountability and transparency are essential for public trust 

(Krahel & Titera, 2015). 

However, while technological tools can improve efficiency, several studies 

emphasize that their successful integration depends heavily on organizational 

readiness. Factors such as digital infrastructure, skills development, and change 

management determine whether these innovations translate into actual audit 

improvements. For instance, Jans et al. (2014) highlight the need for robust process-

mining frameworks and organizational willingness to adapt workflows to benefit 

from event-log analytics. Similarly, Salijeni et al. (2019) show that the lack of strategic 

planning, training, and governance frameworks often hampers the adoption of 

auditing technologies in public institutions. This creates a digital divide in public 

sector auditing capabilities, potentially exacerbating inequalities in governance 

performance. 
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The reviewed studies also highlight that digital tools can enhance audit 

transparency and accountability when combined with open data initiatives. For 

example, blockchain-based audit trails can provide immutable and verifiable records 

of financial transactions, reducing opportunities for fraud and manipulation 

(Schmitz & Leoni, 2019). Similarly, data analytics platforms integrated with public 

financial management systems can supply continuous monitoring and early warning 

signals for irregularities (Yoon et al., 2015). Nonetheless, the literature cautions that 

transparency gains can only be realized if legal frameworks support digital evidence 

use and data governance policies address privacy and security concerns (Warren et 

al., 2015; Janvrin & Watson, 2017). 

Another recurring theme is the evolving role of auditors in the digital era. The 

shift toward data-driven audits requires a reconfiguration of audit skills, with greater 

emphasis on data interpretation, IT governance, and cybersecurity knowledge (Alles, 

2015; Kokina & Davenport, 2017). Many public sector auditors come from 

traditional accounting backgrounds and lack exposure to advanced analytics. To 

address this, field studies such as those by Jans et al. (2014) advocate for partnerships 

between audit institutions, academia, and technology providers to deliver structured 

capacity-building programs. 

Moreover, while digital tools have the potential to enhance audit quality, they 

can also introduce new risks. Algorithmic bias, cybersecurity threats, and 

overreliance on automated systems can compromise audit integrity if not managed 

properly (Vasarhelyi et al., 2015). Literature stresses maintaining human oversight 
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and professional judgment alongside automated analysis to ensure audit conclusions 

remain objective and contextually relevant (Rozario & Vasarhelyi, 2018). 

The synthesis of findings suggests that public sector auditing during digital 

transformation is defined by both unprecedented opportunities and complex 

challenges. Digital technologies offer substantial improvements in audit coverage, 

fraud detection, and governance accountability. However, these benefits depend on 

foundational investments in infrastructure, legal reforms to support digital evidence, 

and robust training programs for auditors. Without these, digitization may result in 

fragmented improvements that fail to achieve systemic impact. 

In conclusion, while digital transformation offers a powerful toolkit to 

enhance public sector auditing, realizing its full potential requires a holistic approach, 

integrating technology, capacity development, governance reform, and ethical 

safeguards. This balanced model can shift public auditing from reactive compliance 

to proactive governance, ultimately strengthening fiscal accountability and public 

trust. 

5. Conclusion 
The digital transformation of public sector auditing presents both 

unprecedented opportunities and complex challenges. Emerging technologies such 

as big data analytics, blockchain, and artificial intelligence have the potential to 

significantly improve audit efficiency, enhance fraud detection, and strengthen 

overall fiscal accountability. These tools enable continuous auditing, provide richer 

datasets for decision-making, and increase transparency through immutable records 
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and open data initiatives. However, realizing these benefits requires more than just 

adopting new systems, it demands comprehensive integration into existing audit 

frameworks, aligned with governance objectives and ethical standards. 

The findings from the literature emphasize that successful digital 

transformation in public sector auditing hinges on organizational readiness, capacity 

development, and supportive legal frameworks. Investments in digital infrastructure, 

targeted auditor training, and change management strategies are essential to 

maximize the potential of advanced technologies. Equally important is the 

establishment of robust data governance policies to address privacy, security, and 

the admissibility of digital evidence. Without these foundational elements, 

technology adoption risks becoming fragmented, delivering only partial and 

inconsistent improvements in audit quality. 

Overall, the shift toward technology-enabled auditing marks a critical juncture 

for public sector accountability. By adopting a balanced approach that integrates 

technological innovation with human oversight, policy reform, and capacity 

building, governments can move from reactive compliance to proactive governance. 

This transformation not only strengthens the integrity and transparency of public 

financial management but also fosters greater public trust, ultimately reinforcing the 

role of auditing as a cornerstone of good governance in the digital era. 
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